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whoami

- Malware reverse engineer

- CTI analyst

- Specializes in ransomware

- Finding & exploiting weaknesses to build decryptors

crysearch.nl

in/gijs-rijnders/









How the cyber criminal plans it



How we plan it



Building a decryptor

- Implements inverse logic of 
ransomware

- Based on

 Cryptographic weakness

 Leaked decryption keys



Distributing decryptors



And now… DoNeX



The configuration

-Ransom note

-Whitelisted files / directories

- Victim-specific options



The Cryptography: key generation



Following the trail



The encryption function



Salsa20 or ChaCha20?



Key in global variable, nonce is zero…



Stream ciphers & re-using key material



The XOR operation

A B A xor 

B

0 0 0

1 0 1

0 1 1

1 1 0



Recovering the keystream



In practice, it’s not that easy

File Size Encrypted

< 1MiB Entire file

<10MiB First 1MiB

<100MiB 5 blocks of 
1MiB

>100MiB 100 blocks 
of 1MiB



In practice, it’s not that easy



Putting it all together



Meme from Dynexo GmbH
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